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COMPTROLLER GENERAL OF THE UNITED STATES
WASHINGTON, D C. 20548

B-163074
Dear Mr. Chairman:

In accordance with your request, the General Accounting Office
has looked into the cost and cffectiveness of electronic sensor and
surveillance systems in the Department of Defense. The accompany-
ing report presents an unclassified version of the significant informa-
tion developed.

Under separate cover, we are sending you a copy of 2 summary
and compilation of Federal and State statutes relating to electronic
surveillance published June 18, 1970, by the Legislative Reference
Service of the Library of Congress.

We noted that your statement concerning the electronic battle-
field in the Congressional Record of March 23, 1971, cited a total cost
of $3.25 billion. The costs cited in our report are applicable only to
the sensor and surveillance systems and related munitions developed
under the auspices of the Defense Communications Planning Group for
use by the military services in Southeast Asia. These costs do not in-
clude any costs applicable to tactical data systems currently under de-
velopment by the military departments, such as TACFIRE, TSQ-73,
and TOS, or any costs applicable to other intelligence~gathering de-
vices, such as night observation devices developed or under develop-
ment by the individual military depariments.

Our observations and conclusions have not been discussed with
officials of the Department of Defense. We plan no further distribu-
tion of this report unless copies are specifically requested, and then
we shall distribute copies only after your agreement has been obtained
or public announcement has been made by you concerning the conlents
of the report.

Sincerely yours,

ﬂf‘p

Comptroller General
of the United States
The Honorable William Proxmire ‘
Chairman, Joint Economic Committee
Congress of the United States

Ny

S0TH ANNIVERSARY 1921 -1971
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THE JOINT ECONOMIC COMMITTEE SENSOR AND SURVETLLANCE SYSTEMS
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P
DIGEST

WHY THE REVIEW WAS MADE

At the Chairman's request, the General Accounting Office (GAO) has
Tooked into the cost and effectiveness and certain other aspects of
electronic sensor ‘and surveillance systems in the Department of Defense
(DOD) Sensors are electronic devices which detect the presence and

movément of vehicles and personnel in vicinities where sensors are
located.

To present an unclassified report, GAO has omitted certain detailed in-
formation such as

--gperating statistics on sensor systems,

--capability of sensors and readout devices,

--location of monitoring facilities,

--available statistics on battle damage assessment, and

--design objectives and characteristics of future sensor systems.

GAO's observations and conclusions have not been discussed with offi-
cials of DOD.

The cost of the sensor and surveillance program for fiscal years 1967
through 1970 was $1.4 billion. An additional $219.7 million has been
appropriated for fiscal year 1971. (See pp. 7 and 8.)

FINDINGS AND CONCLUSICNS

Management of sensor program

Until recently, the development, production, and procurement of sensor
devices was centralized in the Defense Communications Planning Group
(renamed the Defense Special Projects Group as of April 1, 1971).

This Group was established by the Secretary of Defense in 1966 to
manage development and deployment of an electronic sensor system to
impede the flow of men and supplies from North Vietnam to South Vietnam.
This initial mission was expanded in April 1968 to include a wide

range of tactical applications of electronic sensors within South
Vietnam. (See p. 6.)

The Planning Group was authorized to assign the tasks of designing and

developing the equipment necessary to support its program to the mili-
tary departments and other agencies. Funds for these tasks were
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included in the budgets of the military departments but were con-
trolled by the Planning Group. (See p. 6.)

The Planning Group was established hurriedly and was given an ex-
tensive program to accomplish in a very limited time. It appears that
the organization succeeded in its efforts with a minimum of false starts
and development of unworkable devices. (See p. 7.)

Domestic applications

The sensor and surveillance systems developed by the Planning Group
would have limited applications in domestic law enforcement because of
their bulk, size, and cost. These devices were developed primarily to
withstand the rigors of a battlefield envivonment. They are used
primarily in areas where any personnel or vehicle movement monitored is
considered evidence of unfriendly activity. Sensors have been used by
the U.S. Border Patrol to monitor selected portions of the border be-
tween the United States and Mexico. (See p. 10.)

Title III of the Omnibus Crime Control and Safe Streets Act of 1968
prohibits the manufacture, possession, sale, or transportation of de-
vices used primarily for surreptitious interception if distribution
through the mails or some aspect of interstate or foreign commerce is
involved. The act does not prohibit their sale and distribution to
domestic police forces and other units of local government engaged in
legitimate activities. (See p. 10.)

Uses and effectiveness of

sensors 1n Southeast Asia

Sensors have been used in Southeast Asia to
--relieve troops from routine surveillance and guard duty,

--monitor the movement of enemy troops and supplies in areas inacces-
sible to ground troops,

--provide early warning of impending attacks by enemy troops on allied
installations, and

~-provide intelligence information for use in setting up ambushes and
determining patterns of enemy movements. (See p. 17.?

Officials of the military services have stated that the sensors and
surveillance devices used in Southeast Asia have been effective combat
tools. GAO found it impracticable to obtain a complete picture of the
results of the sensor surveillance activity from a review of combat
reports. (See p. 17.)
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To objectively evaluate these systems from the standpoint of effective-
ness, cost, and/or alternative methods is, in GAQ's opinion, not
feasible. (See p. 17.[

It is probable, however, that, through the use of these systems, some
American lives have been saved; enemy personnel, vehicles, and supplies
have been destroyed; and fewer troops have been required to accomplish
combat missions. What is not clear is, how many lives have been saved,
how much damage has been inflicted on the enemy, and how many fewer
troops have been required. (See p. 17.)

Reliability of sensors

Sensor-aided surveillance systems have undergone a number of opera-
tional and technological changes in a relatively short period of time.

A number of these changes have improved sensor performance and reliabil-
ity. The newer sensors have been designed to be more able to withstand
severe implant shock and changes in climatic conditions during and

after implant. GAO has been informed that sensors are rclatively immune
to destruction from artillery and that generally a direct hit is re-
quired to render them inoperable. (See p. 18.)

From 1968 to 1970 unit costs of sensors in general have been. reduced

and their useful field Tlifetimes have been increased. The deily in-the-
ground cost of a particular sensor, for example, has be.n reduced by

47 percent. (See p. 19.)

Use by foreign countrics

Sensors have been provided to the Australian Forces in South Vietnam.
The Australian Government reimburses the United States Government for
the equipment provided. (See p. 20.)

Interest has been expressed by several foreign governments in sensor
equipment. DOD is currently considering providing equipment similar to
that u;ed in Southeast Asia to some of these foreign governments. (See
p. 20.

Necessity for proceeding with future procurement
and development of sensor systems

Purchase of newer sensors is continuing in order for DOD to provide the
South Vietnamese with a detection and intelligence capability. 1t is
impracticable, in GAO's opinion, to objectively evaluate the effective-
ness of existing sensor systems. Because of this fact, it appears to
be a question of policy that the executive branch and the Congress
should decide on the need for newer sensors or development of more ad-
vanced models. ({See p. 21.)



Manpover requirements for future sensor systems

Officials of the military departments have stated that no additional
personnel will be required to operate and monitor sensor and surveillance
systems in the future. Support units required to operate these systems
will be provided from within the existing manpower available to the
services. {See p. 24.)

Sensors apparently have increased the services' ability to monitor the
movement of enemy forces and to make more efficient use of military
personnel in combat areas. GAO has, however, found no indications that
the use of these devices will Tesult in any reductions in overall mili-
tary manpower requirements. (See p. 24.)
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SENSOR AND SURVEILLANCE SYSTEMS

DIGEST

WHY THE REVIEW VAS FADH

At the Chairmen's request, the General Accounting Office (GAO) has
looked into the cost and effectiveness and certain other aspects of
electronic sensor and surveillance systems in the Department of Dafense
(DOD). Sensors are electronic devices which detect the presence and
movement of vehicles and personnel in vicinities where sensors are
located.

To present an unclassified report, GAD has omitted certain detailed in-
formation such as

--operating statistics on sensor systems,

--capability of sensors and reacout devices,

--Tocation of monitoring facilities,

--available statistics on battle denage assessient, and
--design objectives and charecteristics of future sensor systiens.

GAO's observations and conclusions have not becrn discussed with offi-
ctals of DOD.

The cost of the sensor and surveillance program for fiscal years 1967
through 1970 was $1.4 billion. An additional $219.7 million has been
appropriated for fiscal year 1971. (See pp. 7 and 8.)

FINDINGS AND CONCLUSICNS

Maicaerent of seneor progron

Until recently, the development, production, and procurement of sensor
devices was centralized in the Defense Communications Planning Group
(renamed the D2fense Special Projects Group as of April 1, 1971).

This Group was established by the Secretary of Defense in 1966 to
manage development aend deployment of an electronic sensor system to
impede the flow of men and supplies from North Vietnam to South Vietnam.
This initial mission was expanded in April 1968 to include a wide

range of tactical applications of e]ectronn sensors within South
Vietnam. (See p. 6.) -

The Planning Group was authorized to assign the tasks of designing and
developing the equipment necessary to support its program to the mili-
tary departments and other agencies. Funds for these tasks were



included in the budgets of the military departments but were con-
trolled by the Planning Group. (See p. 6.)

The Planning Group was established hurriedly and was given an ex-
tensive program to accomplish in a very limited time. 1t appears that
the organization succeeded in its efforts with a minimum of false starts
and development of unworkable devices. (See p. 7.)

Domestic applications

The sensor and surveillance systems developed by the Planning Group
would have Timited applications in domestic law enforcemant because of
their bulk, size, and cost. These devices were developed primarily to
withstand the rigors of a battlefield envivonment. They are used
primarily in areas where any personnel or vehicle movement monitored is
considered evidence of unfriendly activity. Sensors have been used by
the U.S. Border Pairol to monitor selected portions of the border be-
tween the United States and Mexico. (See p. 10.)

Title III of the Omnibus Crime Control and Safe Streets Act of 1968
prohibits the manufacture, possession, sale, or transportation of de-
vices used primarily for surreptitious intcrception if distribution
through the mails or some aspect of interstate or foreign commerce is
involved. The act does not prohibit their sale and distribution to
domestic police forces and other units of Tocal government engaged in
legitinate activities. (See p. 10.)

Uses and ¢ffectivencss of

sensors in Southeast Asia

Sensors have been used in Southeast Asia to
~-relieve troops from routine surveillance and guard duty,

--monitor the movement of enemy troops and supplies in areas inacces-
sible to ground troops,

--provide early warning of impending attacks by enemy troops on allied
installations, and

~-provide intelligence information for use in setting up ambushes and
determining patterns of enemy movements. (See p. 17.)

Officials of the military services have stated that the sensors and
surveillance devices used in Southeast Asia have been effective combat
tools. GAO found it impracticable to obtain a complete picture of the
results of the sensor surveillance activity from a review of combat
reports. (See p. 17.)
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To objectively eveluate these systems from the siandpoint of effective-
ness, cost, and/or alternative methods is, in GAO's opinion, not
feasible. (See p. 17.)

It is probeble, however, that, through the usc of these systems, some
American lives have been saved; enemy personnel, vehicles, and supplies
have been destroyed; and fewer troops have been required to accomplish
combat missions. What is not clear is, how many lives have been saved,
how much damage has beecn inflicted on the eremy, and how many fewer
troops have been required. (See p. 17.)

Reliability of sensors

Sensor-aided surveillance systems have undergone a number of opera-
tional and technclogical changes in a relatively short period of time.

A number of these changes have improved sensor performence and reliabil-
ity. The newer scensors have been designed to be more able to withstand
severe implant shock and changes in climatic cenditions during end

after implant. GAN has been informed that sensors are relatively inmune
to destruction from artillery end that generally a direct hit is re-
quired to render them incpereble. (See p. 18.)

From 1968 to 1970 unit costs of sensors in gencral have been recuced

and their useful ficld Tifetimes have been increacec. The daily in-the-
ground cost of a particular sensor, for exawple, has boen veduced by

47 percent. ({See p. 19.)

Use by forrign countri c

Sensors have bcen provided to the fustralian Forces in Scuth Vietnam.
The Australian Government reimburses the United Steles Government for
the equipment provided. (See p. 20.)

Interest has been expressed by several foreign governments in sensor
equipiment. DOD is currently considering providing equipment similar to
that used in Southeast Asia to somz of these foreign governments. (See
p. 20.)

Necessity for proe-~ding viin futvure procurement
and developiront of scrsor systerc

Purchase of newer sensors is continuing in order for DOD to provide the
Scuth Vietnamese with a detection and intelligence capability. It is
impracticable, in GAO's opinion, Lo objectively evaluate the effective-
ness of existing sensor systems. Because of this fact, it appears to
be a question of policy that the executive branch and the Congress
should decide on the need for nower sensors or development of more ad-
vanced models. (See p. 21.)

t
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Manpower requiremente for future sensor systems

Officials of the military departments_have stated that no additional
personnel will be required to operate and monitor sensor and surveillance
systems in the future. Support units required to operate these systems
will be provided from within the existing manpower available to Lhe
services. (See p. 24.)

Sensors apparently have increased the services' ability to monitor the
movement of enemy forces and-to make more efficient use of military
personnel in combat areas. GAQ has, however, found no indications that
the use of these devices will result in any reductions in overall mili-
tary manpower requirements. (See p. 24.)



CHAPTER 1

INTRODUCTION

The Chairman, Jceint Economic Committee, in a letter
dated August 20, 1970, requested the Gencral Accounting Of-
fice to make an investigation of the cost, effectiveness,
and certain other aspects of-the electronic battlefield pro-
gram. (See app. I.) To present an unclessified report, we
have omitted certein detailed information such as operating
statistics, capability of s2nsors and readout devices, lo-
cation of monitoring facilities,; availlable statistiecs on
battle damage assessment, and design objectives and charac-
teristics of future senser systems, Our observations and
conclusions have not been discussed with officials of the
Department of Defense, . -

INTEGRATED BATTLEFTELD CONTROL SYSTEHM

The term "electronic battlefield" has been used in the
past to describe the sensor and surveillance program in
Southeast Asia. It haos alsoe been cenfused with the Army's
future plans for the Integrated Battlefield Control System
in which sensors and surveillance devices will play a major
role. These devices will provide the commander with current
intelligence data which, when combined with information from
other intelligence sources, will assist him in making com-
mand and control decisions. The total Integrated Battlefield
Control System concept envisions a future Army built around
an integrated system that exploits the advanced technology
of communications, sensors, fire direction, and the required
automatic data processing systems and equipment.

SENSOR AND SURVEILLANCE SYSTEMS

Sensors are electronic devices which are used to detect
the presence and movement of vehicles and personnel in the
vicinities where scnsors are implanted. A sensor-aided com-
bat surveillancc system consists basically of (1) the sen-
sors, (2) a communications link (usually radio) from the
sensor to a readout device, (3) the readout device which re-
ceives sensor transmissions, and (4) the display and proc-
essing equipment which assist in counting the sensor acti-
vations and in analyzing the data to determine the direction
and rate of movement of the detected objects.
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CHAPTER 2

MANAGEMENT OF SENSOR PROGRAM

ESTABLISHMENT OF THE DEFENSE

COMMUNICATIONS PLANNING GROUP

Up to the present time, the management of the develop-
ment, production, and procurement of sensor dcvices has been
centralized in the Defense Communications Planning Group
(redesignated the Defense Special Projects Group as of
April 1, 1971). This Group was established by the Secretary
of Defense in September 1966 to manage the development and
deployment of an anti-infiltration system for Southeast Asia
that would impede the flow of men and supplies from Nort
Vietnam to South Vietnsm. This initial mission was- further
expanded in April 1968 to include a wide rar @ of tactical
applications of electronic sensors within South Vietnam.

The Director of the Planning Group was authorizeq direct
contact with the Joint Chiefs of Staff, the military depart-
ments, and theater commanders. He was instructed to report
directly to the Sccretary of Defense through the Director of
Defense Research and Engineering for broad policy and fund-
ing decisions. He was also given the responsibility and au-
thority, within broad DOD guidance, to make decisions per-
taining to concept formulation, design, development, test,
requirements analysis, procurement, and distribution of
equipment.

In addition, the Secretary of Defense authorized the
Director of the Planning Group to utilize the resources of
the military departments and other agencies for the accom-
plishment of specific tasks requiring facilities and man-
power resources not available within the Planning Group.
These tasks included engineering design and development of
sensors and related equipment and munitions, as well as the
testing, production management, shipping and continucd lo-
gistic support of these items. Funds to accomplish these
tasks were included in the budgets of the military depart-
ments; however, they were controlled and released only upon
authorization of the Planning Group.

6
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CONTROL _AND COST OF THE SENSOR PROGRAM

To ensure system integrity, the Planning Group retained
management responsibility for planning, system engineering,
establishment of overall schedules, evaluation and analysis
of theater requirements, financial management, and identifi-
cation of specific tasks to be assigned to the military de~
partments and other agencies. (This management responsibil-
ity of sensor systems for Southeast Asia will be terminated
by June 30, 1971, See p. 22.) Instructions issued to those
organizations assisting in the program contained specific
guidance on technical configuration, quantities required,
target schedules, logistics support, funding designations,
and other instructions needed to direct the effort within
the parameters of the overall program,

The design, development, and production of the required
equipment had to be expedited because of the urgency of this
program. Generally, time was not spent restudying, redesign-
ing, or repackaging an item to determine whether a better
model could be produced. As soon as an item under develop-
ment demonstrated that it would work, it was put inte pro-
duction.

Equipment was designed only to withstand environmental
conditions existing in Southcast Asia. These limited envi-
ronmental requirements contributed to a reduction in the
development cycle for the introduction of new equipment from
about 6 years to between 15 and 21 months for most items.

Since its inception the Planning Group has sponsored
the development of several different types of sensors, asso-
ciated ground and airborne relays, other ancillary equipment,
and the development of related special antipersonnel and
antivehicular munitions. The latter were designed to protect
sensors and to interdict enemy troops and supplies infiltrat-
ing on foot and in vehicles. Tllustrations of several air-
delivered sensors used in Southeast Asia are on page 9.

The Planning Group was established hurriedly, and it was
given an extensive program to accomplish in a very limited
time. It appears that, under these circumstances, the orga-
nization succeeded in its efforts with a minimum of false
starts and development of unworkable devices. The cost of
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the Planning Group's program for fiscal year 1967 through
1970 was about $1.4 billion. An additional $219.7 million
has been appropriated for fiscal-year 1971, for a total es-
timated program cost from inception through fiscal year 1971
of about $1.6 billion. A breakdown of these costs by mili-
tary service and type of appropriation is shown in exhibit A.
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CHAPTER 3

POTENTIAL UTILIZATION OF SENSORS

BY DOMESTIC TAW ENFORCEMENT AGFNCIES

The sensor and surveillance systems developed by the De-
fense Communications Planning Group appears to offer only
limited opportunities for use by domestic law enforcement
agencies because of their bulk, size, and cost. These de-
vices were developed primarily to withstand the rigors of a
battlefield environment.

The sensing devices developed by the Planning Group
have application primarily in areas where any personnel or
vehicle movement monitored is considered evidence of un-
friendly activity. The U.S. Border Patrel has been using
these devices to monitor selected portions of the border be-
tween Mexico and the United States and has becn able to in-
crease its apprehension of persons attempting to enter the
country illegally.

Title IIT of the Omnibus Crime Control and Safe Streets
Act of 1968 (18 U.S.C. 2510-2520) prohibits the manufacture,
possession, sale, or transportation of any mechanical device
used primarily for the purpose of surreptitious interception
if their distribution involves the mails or some aspect of
interstate or foreign commerce. However, the act restricts
itself from applying to work done by officers, agents, em-
ployees, or persons under contract with the United States,
a State, or a political subdivision of a State. Therefore,
it does not prohibit distribution and sale of sensor de-
vices to domestic police forces and other units of local gov-
ernment engaged in legitimate activities but does preclude
such sale to other groups.

The Legislative Reference Service of the Library of
Congress has prepared a compilation of the Federal and State
statutes relating to electronic surveillance. This compila-
tion, entitled 'Wire Tapping and Eavesdropping,' was pub-
lished on June 18, 1970,

10
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OPERATICHAL USE AND EFCECTIVENLSS

The original mission of the Defense Communications
Planning Group was to develop an infiltretion and interdic.-
tion capability to impede the flcw of vehicles and personnel
into South Vietnam. The program was to include an air-
supported, anti-infiltration system in Laos and a bearrier
system extending along the Denilitvarized Zone (IMZ) from
the Gulf of Torkin through the road and trall netivork in
Laos used by the infiltrators

The conventional barrier system, often called the - .
"McNameara Wall," was named "Duel Blade." The air-supported,
anti-infiltration system was to consist of antivehicula
and antiperscnnel subsysiems, collcctively referred to as
"Igloo White.," The Planning Group's initisl mission wus
expanded in April 1968 to include the use of electrenic
sensors in a wide vange of tactical operations against the
enemy within South Vietnsn. This aperation is known as

"Duffel Bag."

»-g o
Il
H

The Duel Blade, Tglco White, and Duffel Bag operations

“’

are discussed telow,.

DUEL BLADE

Duel Blade was to encompass cleared areas 100 to 150
meters in depth and approximotely 27 kilometers long. (See
illustration on p. 12.) The sides of the cleared areas were
to be enclosed with barbed wire, and the space between the
wire obstacles wus to be planted with antipersonnel mines,

A 10-meter center strip was to contain sensors which would
be monitored at the various streng points and forward operat-

ing bases.

The sensors and other equipment necessary to support
the Duel Blade operation were delivered to the theater in
1967. After an area 600 neters wide and 13 kilometers long
had been cleared, construction was terminated in June 1967
because of an adverse tactical situation. The fixed-barrier

11
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concept was then abandoncd in favor of tactics which called
for the use of mobile, quick-reacting combat units to re-
spond to North Vietnsmese infiltration in the area of the
DMZ. -

Selected operating bases of the original Duel Blade
concept are currently funciioning, and some bhand-implanted
sensors are being used in the eastern portion of the DMZ.
In the western portion, air-delivered scrisors have been
implanted, and the sensor transmissions are teing relayed
by aircraft to a monitoring facility at Quang Tri.

IGLOO WHITE

The Igloo White system (utilized by the Air Foice), as
originally conceived, was to consist of both antivehicular
and antipersonnel subsystems., The antivchicular subsysionm
was to encompass the area in Leos from the Mu Gia pass scuth
to Tchepone and was to include 500 kilometers of rcads,

The antip<vsonnel subsystem was to encompass the traills
crossing the western end of the DMZ aud included the Ho Chi
Minh trail in Laocs. The antipervsoncl subsysvzn, however,
we! never implenented because of the diversion of w¢sources
to assist in the defense of Khe Senh in January 1263 and,
subseguently, to other applications in South Vietnsii,

The objective of the antivehicular subsystem is to de-
tect and provide intelligence information for use in the
interdiction of enemy truck traffic along specific road
networks, in order to stop or reduce the flow of trucks
carrying troops and supplies into South Vietunam, (See il-
lustration on p. 14 for a diagram of the concept of this
system.) Both acoustic and seismic sensors are used in the
antivehicular subsystem and are implanted primarily by F-4D
jet aircraft assigned to the Igloo White delivery mission.
Selected incapacitating antipersonnel mines are also air
delivered by the IF-4's to cause casualties among personncl
in truck parks or storage areas and to protect sensors from
retrieval by the enemy.

Sensors are activated by vehicles passing within the
detection range. The sensor transmissions are then trans-
mitted to the Infiltration Surveillance Center located in
Thailand where they are analyzed by intelligence specialists,

13
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Targets identified by the Center arec reported to the air
control system, which controls the strike aircraft. Nor-
mally, the forward air control aircraft are then directed
to the target for visual confirmation-and for direction of
strike aircraft.

In addition to identifying targets for immediate strikes,
the Center uses sensor data to establish patterns of enemy
activity. These patterns indicate the location of truck
parks and storage areas which are potential targets for la-
ter air strikes.

To complement the use of sensors in the Igloo White
System, a specialized munitions package was developed.
After roads are closed by bombing, mines are dropped along
approaches to the destroyed portions of the roads to deter
repair by heavy equipment and to prevent bypass. The con-
centration of enemy truck traffic in the area then creates
targets for air attack,

DUFFEL BAG

In January 1968 the Cemmander of U.S. Forces in South
Vietnam directed that the sensors and related ecuipment
earmcrked for the Tgloo White antipersonnel subsystem be
used in the defense of Khe Sanh. These sencors were dropped
from aircraft among the North Vietnamnese troocps and aleong
the trails and routes leading to Khe Sanh. The data derived
from the sensors, combined with information received from
other intelligence-gathering devices, such as night observa-
tion systems and aerial photography, provided the basis for
directing artillery fire and air strikes against the enemy.

The reportedly successful use of sensors in the defense
of Khe Sanh indicated that they could be used in support of
ground combat operations. As a result the Planning Croup
was directed by the Deputy Secretary of Defense in April 19268
to support plans to use sensors in a wide range of tactical
operations against the enemy within South Vietnam.

A sample of the use of sensors in the ground tactical
system is illustrated on page 16.
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The acoustic and seismic sensors initially used in
Duffel Bag were those designed for delivery by fixed-wing
aircraft in the Igloo White system. These sensors proved
to be too hesvy, too large, and too costly for use by ground
forces. As experience was acquired, smaller and lighter
sensors more suitable for hand emplacement by ground troops
were developed. In addition, readout equipment for use in
a ground environment was devecloped to receive data from the

sensors. -
EFFECTIVENESS OF SENSOR SYSTEMS
IN SOUTHEAST ASTA

Sensors have been used in Southeast Asia to (1) re-
lieve troops from routine surveillance and guard duty, (2)
monitor the movement of cnemy troops and suppnlies in arcas
inaccessible to ground troops, (3) provide carly warning of
impending attacks by enemy troops on allied installations,
and (4) provide intelligence information for use in setting
up ambushes and deterwining patterns of enemy movements.

Officiale of the militavy services heve stated that
the sensors and surveillance devices used in Southeasi Asia
have been effcctive combat tools. However, to objectiwely
evaluate these systecns from the standpeint of effectiveness,
cost and/or alternative methods is, in our opinion, not fea-
sible. It is probable that, through the use of these systems,
some American lives have been saved; enemy personnel, vehi-
cles, and supplies have becn desiroyed; and fewer troops
have been needed to accomplish combat missions., What is
not clear is how many lives have been saved, how much dam-
age has been inflicted on the enemy, and how many fewer
troops have been required as a direct result of the use of
sensor surveillance systems.

In reviewing combat reports, we found that it was im-
practicable to obtain a complete picture of the results of
the sensor surveillance activities. When a series of sensor
activations results in artillery fire, aircraft strike,
etc., there must be almost instantaneous battle damage as-
sessment if a commander is to have positive confirmation of
the results of the action taken. TFrequently this is impos-
sible because weather conditions are not suitable; troops

17
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The estimated costs fer senser and surveiliance sys-
tems and associated munitions (see p. 8) deo not include
military personnel costs. Officials of the Military Assis-
tance Command and the 7th Air Force estimated that about
2,225 Americaon military personnel were required in the wvar-
ious activities and organizations directly related to the
operations of the sensor programs in Southeast Asia as of
October 1, 1970. This estimate included personnel involved
in the managing, maintaining, implanting, and monitoring of
sencors and the training of personnel in Southeast Asia. Ve
were irformed that no additional troops were provided to
the Lhoater comnanders in Vietnam for implanting and moni-
toring sensors.

RELCAZTLITY OF SERSCRS

The equipment usced in the Southeast Asia scnser- aided
surveillance systems hag undergone several operational and
techuiological changes in a relatively shert peried of time.
A momber of these changes improved sensor pbrformance and
reliabilily. When the number of sensors nzeded is being
computed, a relatively small quantity is added bescause some
sensors do not operate after being implanted. This quantity
was small. in relation to the total Southzast Asia sensor re-
quirements and indicated an appavently high level of re-
liability,

The newer phaose IIT sensors have been designed to be
more able to withstand severe implant shock, temperature,
hamidity, and rainfall during and after implant. In addi-
tion, officials of the Planning Group and the military de-
partments informed us that tha sensors are relatively im-
mine to destruction from artillery fire. They stated that
generally it requires a direct hit to render the sensors in-

erable,
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Not only have the capabilities of sensors been improved,
but their unit costs have been reduced and their useful
field lifetimes have been increased. By increasing the use-
ful life, the requirement for new sensors decreases and the
operating cost of senscrs in the ground decreases. For ex-
ample, in 1968 a hand-cmplaced seismic detector cost $1,165
and had a useful lifetime of 45 days. 1Its cost per sensor-
day in the ground was about $26, The unit production cost
of an improved model of this sensor in 196%-70 was $825;
and it had a life of 60 days. This resulted in a cost per
sensor-day of about $14, or a reduction of 47 percent.

The following table illustrates the reduction in unit
operating costs achieved during the pericd 19638 to 1970.
The two types listed account for approximately 67 percent
of the sensors in use in Southeast Asia at the time of our

review.
Hand-Emplaced Seismic Sensors
Unit cost p.. day
Sensor 1968 1970
Miniaturce Seismic Intrusion Detector $25,90 §$13,75
Ground Emplaced Seismic Intrusion
Detector 15.60 7.80

Air-Delivered Seismic Sensors

Unit cost per day

Sensor 1968 1970
Helicopter-Delivercd Seismic Intru-

sion Detector §70.00 $15.70
Air Delivered Seismic Intrusion De-

tector 32.20 16.10
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UTILIZATION BY FOREIGN COUNTRIES

Sensors have been provided to the Australian Forces in
South Vietnam by the Commander, Military Assistance Command,
Vietnam. The Australian Government reimburses the United
States Government for the sensors and related equipment pro-
vided.

Canada, The United Kingdom, and oth. = NATO countries
have been briefed by the Planning Group on the sensor and
surveillance equipment developed and their tactical applica-
tions. Because of the interest cxpressed by several foreign
governments in this equipment, DOD is currently considering
selling equipment similar to that used in Southecuast Asia to
some of these governments. At the time of our ingquiry, a
policy had not been established regarding restrictions on
the use of sensors that might be sold to other countries.
The identification of th: govermments being considered and
the intended use of the devices by these governnonts are
classified information.

20
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CHAPTER 5

NEED FOR FUTURF._SENSOR AND SURVEILLANCE SYSTEMS

NECESSITY FOR PROCEEDRING WITH

FUTURE PROCURFHENT AND DEVEIOPMENT

OF SENSOR SYSTEMS

As pointed out previously (see p. 17), we cannot objec-
tively evaluate the effectiveness of sensor devices. Be-
cause of this fact, the need for continued procurement of
phase I1I sensors and the development of more advanced mod-
els for the future appears to be a question of policy for
the executive branch and the Congress to decide. Cur-
rently procurement of newer sensors is continuing in order
for DOD to provide the South Vietnamese forces with a detec-
tion and intelligence capability. In addition to their use
in Vietnam, the phase III sensor systems also may have ap-
plicaticons in other areas of the world. The use of sensors
by the Vietnam :e and the need for procurement of scnsor
systems in the future are discussed below.

Use of sensors by South Vietnanese I'orces

In March 1969 the Deputy Secretary of Defense directed
that a plan be developed to train the South Vietnamese in
the use of sensors ag part of the Vietnamization Program,
Training of the Vietnamese began in August 1969 and is con-
tinuing. Special training teams are assigned in each divi-
sion, and a central training course is conducted at Vung Tau,

South Vietnam.

The South Vietnamese have employed sensors to perform
several missions since the Vietnamization Program has been
established., These missions include (1) interdiction of
enemy infiltration and resupply routes, (2) surveillance
over areas otherwise requiring reconnaissance by ground
troops (economy of force), (3) surveillance of known encmy
mortar and rocket-firing sites, (4) base camp and fire sup-
port base defense, and (5) collection of intelligence. At
the time of our review, the South Vietnamese forces had as-
sumed responsibility for emplacing and monitoring about 45
percent of the sensors used in South Vietnam, DOD plans to
continue to provide sensors to the South Vietnamese under

the Vietnamization Program.
21



Management_and cost_of sensor systems
in the future

On August 8, 1968, the Director, Defense Research and
Engincering, formed a comnittee composed of senior scien-
tific and military persconnel to evaluate the present and
future programs of the Planning Group. During its investi-
gation, this committee recognized that improved sensor sys-
tems could be applied in other arveas of the world and in a

range of battlefield situations beyond those encountered in
Southeast Asia,

As a result of the apparent succesces achieved in the
use of sensors and surveillance devices in Southeast Asia,
the Army, Navy, and Air Force have each e¢stablished organi-
zations to study and manage future uses of sensor systems.
These staffs are to be responsible for exploiting the exist-
ing sensor technology and for develioping nev technology,
equipment, and oporationaT cornicepts which can be used for
worldwide combat survelllance and target acquisition missions
in any typc of conflict.

On September 26, 1970, the Daputy Secrctary of Defense
directed that full regpousibility for opcrational sensor
chterﬁ in Southeast Asin be transferred to the Army and Air

Force by June 30, 1971, Currently, the Planning Group is
coordinating the transfer of these operational systems with
the Departments of the Army and Air Force,

On December 12, 1970, the Deputy Secretary of Defense
assigned to the Director, Delfense Communications Planning
Group, the mission of coordinating the future sensor pro-
grams of each of the military departments, At the time of
our review, procedures for accomplishing this new mission
had not been established.

During our inquiry Alr Force officials informed us that
they were proposing a 5-year development program to improve
the Air Force ground sensor surveillance system., The total
cost of this program will be about $20 million over the 5-
ycar period. At the time of our review, the Army, Navy, and
Marine Corps were in the process of definitizing their long-
range development programs, The specific amounts of funds
being proposed for these programs aie classified,
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We were informed that no estimated procurement costs
were available for future sensor systems beyond those in the
proposed budget for fiscal year 1972. Procurement funds
programmcd for future sensor systems during the next 10 years
will depend on the results of each service's research and
development programs and the number and types of systems
selected to be added to the inventory. At the time of our
review, specific quantitative requirements for future sen-
sor systems had not been developed.



MANPOWER REQUIREMINT FOR

FUTURE SENSCOR SYSTEMNS

We have been infcormed hy officials of th¢ military de-
partments that no additional perscnnel will be required to
operate and monitor sensor and surveillance system~ in the
future. Support units required toc operate these systems
will be provided from within the existing manpower available
to the services.

Currently the Navy has a “Sensor Application Team' on
each coast with its Amphibious Forces to provide the eXper-
tise for other Navy organizations less knowledgeable in sen-
sor uses., The Marine Corps has programmed threa sensor sup-
port units, one per division. These units are scheduled to
become operational on July 1, 1571, Each unit will consist
of one officer and 39 enlisted m:n., At the time of our re-
view, the Army and Air Force had nct identified the type of
support units that will be required to opurvate and monitor
sensor systems,

The use of sensors has apparently increased the ability
to monitor the movement of enemy forces and to make more ef-
ficient use of military personnel in combatl areas. We have,
however, found no indications that the use of these devices
will result in any reductions in overall miliiaxry manpower
requirements.

Each of the military services have added courses in the
concepts of employment of sensor systems to the curriculum
of their existing service schools., In addition, the Army has
added to the curriculum of its schoel at Fort Huachuca, Ari-
zona, nevy courses of instruction on the installment and use
of specific sensor systems. The Marine Corps also sends its
personnel to Fort Huachuca for training in the use of spe-
cific sensor systems, The Air Force conducts its specialized
training on the use of sensors at Eglin Air Force Base, Flor-
ida, The Navy trains its personnel in the use of sensors
for riverine and special warfare applications at Mare Island,
Vallejo, California.
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The Army has established Project MASSTER (Mobile Army
Sensor System Test, Evaluation and Review) at Fort Hood,
Texas, which is to be the Army's test facility for
intelligence-gathering systems and devices under development
and the related military doctrines, organizations, and tac-
tical concepts for the Army's future use of these systems
and devices. All testing at MASSTER is performed from the
user's or soldier's point of view., The intelligence-
gathering-type systems and devices tested at MASSTER include
devices employing the unattended ground sensors discussed in
this report, as well as devices and systums employing low-
light-level television; radars; optics; chemical, aural,
radioactive, magnetic, and biochemical detcction; thermal
imagery; and image intensification. The systems tested
successfully at Project MASSTER will eventually become a
part of the Army's Integrated Battlefield Control System.

Currently, Project MASSTER conducts three types of
tests,

1. Material field test--field testing of equipn:nt that
has been developed or is being developed in which a
high level of contidcnce exists.

2. System field test--field testing of various organi-
zational concepts involving battalion and larger
forces.

3. Material-system field test--field testing of various
arrangements of cquipment and personnel (organiza-
tional concepts) at platoon or company echelons to
determine optimum organizational structure and equip-
ment requirements,

This project had 282 personnel assigned to it in Sep-
tember 1970 and is expected to have more than 500 assigned
during 1971.
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ESTIMATED DEFENSE COMMUNICATIONS PLANNING GROUP

PROGRAM COST FROM INCEPTION THROUGH FISCAL YEAR 1971

EXHIBIT A

... Fiscal year Total
Appropriction 1907 71868 186y 19700 IE71 Program
(millions) e
ARMY $162.6 §222,4 $1€0.7 § 52.2°5 68.3 5 669.2
Operations and raintenance - - 50 7,6 9.3 24,4
Strong point/obstacle maintenance B - Y z .3 172
Spares, repair, school - - ) 1.3 4.2 6.0
Transportation - 6.1 6.3 4.8 17.2
Procurement of equipment ard ndssiles 144.9 192.4 131.4 35,4 53,0  557.1
Comnunications and elecironscs - 41 T3xe TIED TZEDY 7E.C
Munitions 77.1 138.2 - - - 215.3
Production Lase support 52.0 5.4 - - - 67.6
bhoobytrap seismics - 2.7 - - - 2.7
Sensors 5.8 41.8 98.8 22.8 26.3 195.5
Research, developrert, test, c.d evaluation 20,7 30,0 21,8 9.2 6.0 87.7
NAVY §.82.4 ¢ 40.55 28.4 5 22.05.17.95 170.3
Operations and rainter:uce 5.9 1.6 1,7 2.2 2.2 233
Strong peint/obstacle maintesarce Z2.3 7.6 - - - 9.3
OP-2E aircraft detachment 3.3 2.0 - - 5.3
Special operations group team su;; ., other - 2.6 1.7 2,2 2.2 8.7
Procurement _43.8 14,3 13,0 _1%.3 10.7 __ 95.1
Alrcraft modification To.® 24 T .1 20,4
Sensor-mor.toring equiprert 7.9 - - - - 7.9
Acoustic £ur .ors und related ftems 9.2 9.7 12,0 13.2 10.6 54,7
Strong point/obstacle material 9.9 2.2 - - - 12.1
Research, develeopuent, test, and «valuation 166 14,7 9.7 6,5 5.0 _51.9
A1P FORCE § 91.7 §138,6 62101 174,73 6117.8 ¢ €82.5
Operations and maintenance 3.5 2160 32,9 43,2 40.0 141.2
EC-121/F-4 aircraft 54 TIvs 0L TERL? 200 85.7
Infiltration Surveillarce Center, Deployatle Automatic
Reley Terminal, Sensor R. orting Post - 4.2 10,6 11.1 11.1 37.0
Long-Range Navigation, CH-3 Lelicopter, POT LID test site - .5 .5 1.2 1.1 3.3
Drones - - L4 2.6 4.3 7.3
Transportaticn and other 1 1.1 N 3.1 3.0 7.9
Procurement 51, 93.5 157.2 8.6  63.8 444.6
Aircraft modification 3378 7497 OTY6% 8.3 1700 TI0TE
Spares and repoir parts - .7 7.9 - - 8.6
Classified droues - 7.0 29.6 12.0 4.0 52.6
Communicetions and electronics equipment 7.2 5.7 44,4 8.9 22,0 88.2
Dregontooth mines, Cluster to-b unit 28/37 - 9.3 - - - 9.3
Wide area antipercomnel mine, Cluster bomb unit 34/42 2.0 17.0 40.6 30.0 - 89.6
M-36 Cluster bomb - - 12.0 9.2 10,0 31.2
Other munitions - 5.0 6.1 - 13.8 24.9
Tactical Fighter Dispenser, SUud-4l Aircraft rane dispenser 1.7 1.0 - - - 2.7
SUU-42 Aircraft sensor dispenser 17.0 18,1 - - - 35,1
Military construction progran 17.7 - -~ - - 17.7
Research, developrent, test, and evaluation 2.0 23,5 20,0 12.5 14.0 79.0
DEFENSE COMMINICATIONS PLANMING GROUP §_7.35.22.4816.55 14,56 15.7 ¢ 7f.4
Operations and nainternance, Defense agercies _ 1.4 .6 1.5 1.5 1.7 _ 7,9
Research, developnuent, test, and evaluation, Defense agencies 5.9 20,6 15.0 13.0 14.0 _68.5
TOTAL PRCGRAMY COST $370.0 §424,0 3411.7 $213,0 $219.7 §1,598.4
A AR
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August 20, 1970

Mr, Elwer Staats

Comptroller General of the United States
General Accounting Office

Washington, D, C,

Dear HMr.

Staats:

Recently I have been raicing questicns and requesting Information
about a new program known as the electrornic or integratad battlefield, N

ad

This system Is coryosed of various =enrors backed by computers which
are designed to provide field comnuanders with general battlefield in-
telligence. In the course of my inquirics about the program, a nunber

of questions have becn raised which decerve detailed study before the
Congress procceds with its further devclopment., Therefore, I would
like to request that you undertake an investiration of coot and effec-
tiveness of the program centercd eround the following questions:

1.

4'

To what evtent have the three branchbae of the arme2d forces
coordinated their efforts in the development of electionic
battlefield devices and what action, 1f any, has been taken
to avoid duplication?

How effective have these devices been in combat in Vietnam?
Have they contributed to improved combat capability and how
reliasble have they proven in actual combat?

Is it necessary, in view of the Vietnamization program, to

proceed with the procurcment of so-called phase III sensors
and with the development of more advanced sensors for 1972

and 19757

Does the Department of Defense plan to make these devices and
related equipment available to foreign countries under the
Foreign Military Sales Act or other forcign assistance programs,
and if so, what restrictions, if any, will be placed on their
use?
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5. What kind of support unite will be necessery to operate and
monitor such devices and to what extent will the use of such
devices perwit a reduction in military manpower?

6, What are the potential applications of these devices in domcstic
law enforcement? What restrictions, if any, could be placcd
on their distribution and sale to domestic police forces and
other groups?

P

7. W%hat long range plans, if any, does the Departmeni of Defense
have corcerning the developgment and procurement of these de-
. vices durirg the next ten years? What are the project costs
of any long renge programs?

, I do not accept classified Information and I therefore ask that
your repori to me be unclassified, I would hope that you could liave
this report completed by March 31, 1971,

If you have any questions, please do not ! vitate to csll me.
! Thank you for your cooperation in this matter,

Sincer«ly,

YP:rra

U.S. GAO Wash., P
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